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Il. ,Lex Informatica” — European Dictionary

*  UKSW and NCPI presentation



ISt PROJECT

»lnformation Autonomy”

—

* UKSW proposes to become a coordinator of the project aimed at solving the
problem according the following outline.

* The approach presented in this proposal is in line with

* WORK PROGRAMME 2012 COOPERATION THEME 10 SECURITY (European
Commission C(2011)5068 of 19 July 2011), Area: 10.6.1 Citizens, media and
security: Topic SEC-2012.6.1-2 Tools and methodologies, definitions and
strategies for privacy by design for surveillance technologies, including ICT
systems — Capability Project or Coordination and Support Action.

*  Funding scheme: Collaborative Project (small or medium-scale focused
research project) or Coordination and Support Action.

*  Expected impact: A technology that is developed on the basis of privacy by
design, for which a better understanding of the evolving concept and notion
of public and private is needed, would make it more acceptable to citizens
and thus enhance their trust in new surveillance technologies and systems.



Problem

\

How to define the spheres of private and public activity of a person?

How, by means of privacy by design, to enable protection of the thus-
defined private sphere in the course of employment of surveillance
techniques?

How, therefore, to increase the trust towards these techniques?



P

* Each individual expects protection of his/her personal data.
* An individual would accept "reasonable” processing of his/her personal data.

* What is "reasonable” depends on the individual situation (sociological
dimension), on cultural and surrounding environmental factors (anthropological
dimension) and on the legal situation (legal dimension).
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* A search continues for notions that will be better suited to expressing and translating
into the language of law the shifts in the philosophy of protection of individuals’
rights (towards its better alignments with today’s needs).

* A verification and further work on certain notions is necessary; for example, the
notion of ‘information autonomy’, derived from a ruling of the Polish Constitutional
Tribunal, that potentially offers a better balance (a) between the interests of public
authorities, businesses and citizens, (b) between the need for security and the need
for development, and (c) the needs at local, EU and global levels.
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Research purpose

\

** to obtain a systematic understanding of facts.

* to verify the adequacy of legal notions in the area of human rights
protection in the face of the challenges related to processing of
personal data for the purposes of surveillance.

** to offer an approach rooted in an interdisciplinary theoretical
framework (including the theory of regulatory effectiveness) that
would be applicable in law-making as well as law implementation
and enforcement.



Toolkit & Methodology
.‘

* Toolkit:

*

*

*

*

theoretical research;

empirical research;
conferences and consultations;
publications.

* Methodology:

*

comparison of knowledge databases (including EU resources) and
expansion of these databases by means of legal researches on the
evolution and current multi-level legislation in the UE;

sociological research (questionnaires, training and testing);

technological research (diagnosis of privacy by design tools and
surveillance tools, both currently existing and potential);

case study.



Definitions and strategies

o

+ Definitions:

* Privacy, personal data, information, security, fundamental human

rights and freedoms, information autonomy, privacy by design, data
protection by design, security by design, surveillance technologies.

* Strategies:

*

*

analysis and diagnosis of aims and means of regulation;

researches on possible technical and social instruments which may
increase individual’s trust in surveillance technologies;

proposition of technological, organisational and legal instruments of
decreasing mistrust.



2"d PROJECT

»Lex Informatica” — European Dictionary

i

We also propose a coordination of research project.
**  Aim: European dictionary of basic legal definitions in the field of ICT & Gll in EU Member States

*

*

languages.

Usefulness for:

* European bodies and network of domestic bodies (among others Article 29 Working
Party),

scientists doing research and implementation work in the field of privacy by design

corporations preparing privacy policies
corporations developing privacy by design or surveillance tools
consumers willing to understand data which require agreement on their processing

lawyers practicing on the single market and dealing with entities from the third
countries

Methodology: Getting familiar with the experience of EU administration, the analysis of
electronic contents of EU databases and of chosen Member States, using the experience gained
from preparation of the dictionary of the statutory SIT objects and from published initial
principles of the project (G.Szpor Lex informatica — dictionary’s problems, 2010). Preparation of
formal and substantial concept and the pilot stage covering 3 EU official languages (in
cooperation with universities in those countries)

Implementation: publication and granting free access on European and domestic public portals
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Cardinal Stefan Wyszynski University in Warsaw (UKSW) is an autonomous state
university founded by an Act of Parliament on 3rd September 1999

At UKSW, there are almost 16 000 students, 788 lecturers and 24 fields of research
such as: philosophy, psychology, sociology, history, political science, law,
administration, mathematics, information technology

Interdisciplinary Research Center is located
in UKSW Auditorium Maximum with its
modern lecture theatre which can
accommodate 600 people

named after the European Union

founder - Robert Schuman.




About Chair of Informatics Law (1)

—

The Chair of Informatics Law has been the part of Law and Administration Faculty
since 2000. It specializes in legal and administrative problems of ICT & Gl
(Information and Communication Technologies and Global Information
Infrastructure).

More than 40 lecturers conduct classes in this subject, including teachers with legal
education and IT specialists, computer specialists
with experience in building e-public service and
lawyers with experience in IT sector. Those
classes are conducted at law department, at
international relations department, at master’s
studies on personal data and confidential
information protection and at PhD seminary




About Chair of Informatics Law (2)

—

* |n our research activity we cooperate with scholars from other UKSW departments and
from domestic and foreign centers from Western and Southern Europe.

* \We organize several scientific conferences a year
(9.12 2011 Biometrics, 11.01 2012 Reuse of PSI, 7.06 2012 Claud computing)

* \We also participate as experts in the works of the Polish parliament, central and local
government.

*Our main research are:
* Freedom of information and its limits,
*  Data processing and protection,
* Public information: infrastructure, access and re-use,
* Data protection and security (e.g. biometrics, PNR)




Scientific Centre

of Law & Informatics (1~ )

e

UKSW is a contributing member of NCPI| association (Scientific Centre of Law
& Informatics) which association gathers theoreticians from about fifteen
universities, including technical universities and universities of economics,
as well as expert-practitioners.

NCPI works, in its capacity of a think-tank, together with public authorities in
evaluating the issues that arise in the area of the information society.

NCPI members participate in annual conferences Safety on the Internet,
taking place under auspices of the following Polish authorities:

RPO (Human Rights Defender),

GIODO (Inspector General for Personal Data Protection),
ABW (the Internal Security Agency),

UKE (Office of Electronic Communications)

Ministry of Justice.






